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Abstract

The recent years have seen an increase in state sponsored acts of cyber-attacks that are becoming
increasingly sophisticated. These attacks mainly target nation’s critical infrastructure such as
communication systems, electricity generation and distnbution systems, transportation systems,
health support systems and financial services whose collapse and unavailability can lead to partial or
total collapse with hmge reputation, economic, security and political implications. As
orgamzations and nations grapple with the challenges posed by increasingly sophisticated cyber
threats, 1t 1s imperative to examine how curent cybersecurity strategies are responding to them
and 1f these responses are adequate. Faihue to address these challenges portends exposmg cnitical
infrastructure, sensitive data, and national secunty miterests to unprecedented levels of danger and
disruption. This study therefore seeks to analyze the rise of state-sponsored cyber-attacks and its
significance lies in assessing how nations can enhance these capabilities; foster international
cooperation and collaboration and strengthen cyber resilience and mcident response preparedness. The
study has adopted a mixed-methods research design to triangulate data from various
documented sources and provide a conprehensive understanding of state-sponsored cyber
threatsand cybersecurity strategies. It also provides recommendations such as robust governance
structures, increasing investments, strengthening partnerships with allies and international
organizations, information sharing and analysis centres, integrate robust incident response,
development and traming programmes, continuous monitoring and evaluation and eventually
further research to be done.
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SECHTTIV.

Introduction
In recent years, there has been significant increase in the frequency and sophistication of state-

sponsored cyberattacks targeting nations' critical infrastructure and sensitive govemiment systeins.
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There was a 63% increase in state-sponsored cyberattacks globally in the past vear alone. These
attacks have ranged from espionage efforts aimed ar stealing classified nformation to distuptive
operations targeting essential services such as energy, healtheare and finance. (Crowdstrike, 2024).
Despite heightened awareness and investment in counter cybersecurity measures, nations
worldwide are grappling with substantial challenges mn effectively mutigating the threats posed by
state-sponsored cyberattacks. According to Verizon, 85% of data breaches involved human
elements, (Venizon, 2023). This statistic underscores the increasingly sophisticated social
engineering tactics employed by state actors, who leverage psyvchological mampulaton and

decepiion to exploit individuals within target organizations.

Moreover, the global shift towards remote work induced by the Coronairs-19 (COVID-19)
pandemic has firther exacerbated cybersecurity vulnerabilities on a massive scale. With remote
work becoming the new norm, organizations have had o rapidly deploy teclmologies and
infrastructure to support remote operations, often without adequate security measures in place.
This hasty transition created fertile ground for cybercriminals, with the coming in of the new nonn.
there was a staggering 600% increase in phishing attacks targeting remote workers (Anti-Phishing
Working Group, 2020).

This sty therefore seeks to analyze the rise of state-sponsored cyber-attacks and its significance
lies in assessing how nations can enhance these capabilines; foster international cooperation and
collaboration and strengthen cvber resilience and incident response preparedness.

Theoretical framework

The theoretical underpinmings that guide the analysis of cybersecunty and cyber warfare and the
role of states as perpetrators heavily borrows from both the Realist and Deterrence Theories. From a
realist perspective rooted in mternational relations theory, cybersecunty and cyber warfare may be
seen through the lens of power politics and state-centric beliaviour, (Waltz, 1979). Accordingly, states
are rational actors driven by the pursuit of power and security in an anarchic infemational system,
(Mearshemmer, 2014). In the context of cybersecunty, this perspective mfonms on the role of states
as primary actors in perpetrating cyberattacks and defending themselves against cyber threats
and attacks to safeguard their national interests, (Libicki, 2014). Interpreted, empirical
evidence supponts this perspective as state-sponsored cyber espionage campaigns targeting rival

nations and govemment networks are aimed at retaining sovereignty and gaining advantage and
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power. Moreover, the proliferation of offensive cyber capabilities by states. such as the
development of cyber weapons and the establishment of military eyber commands, underscores
the realist notion of states prioritizing their strategic advantage in cyberspace over each other,
(Arquilla & David, 1993),

The Deterrence theory adapted and applied by Libicki, (2009) provides further insights
complementing the realist view. From this perspective, deterrence seeks to weaken the effects of
cyberattacks to a mimmal level at an acceptable cost. The state seeks to deter adversaries from
engaging in malicious cyber activities through the credible threat of retaliation or pumshment
(Schelling, 1980). Studies have explored the effectiveness of deterrence sirategies in the cyber
dotnain, exannmng case studies of state responses to cyvberattacks and their mnpact on adversarie™
behaviour. States intentionally mount a cvber-attack for the sole purpose of displaying their
capabilities to reduce the likelihood of being under attack (National Research Council, 2010).

Additionally, empirical data on state-sponsored cyber operations and responses, such as the
attribution of cyberattacks and public condemnation by wictim states, provide insights into the
dyvnamucs of cyber deterrence in practice (Nve. 2011). The two theories thus provide ground for
analysing motivations by state to cyber-attack as well as the use of attacks to express their state
power and safeguard their space. They also assist to analyse how states seek to influence the
behaviour of adversaries through deterrence as contrasted with denial strategies that seek to

improve technologies and processes to ensure low levels of success by attackers.

Methodalogy

Thus study has used a mixed-methods research design to tnangulate data from various documented
sources and provide a comprehensive understanding of state-sponsored cyber threatsand
cybersecurity strategies, (Creswell & Creswell, 2017). Multiple data bases and information sources
were used from which data was extracted and analysed qualitatively and quantitatively.
Additionally, some data were re-analysed to explore state behaviour in cyberspace, the role of
power dynamues in shaping cybersecurity policies and the effectiveness of strategies that are in
place to counter cyber threats. The research design allowed mining and analyzing empirical data
on cyber incidents, such as data breaches and cyberattacks atinbuted to state actors, to identfy
trends and patterns that align wath the theoretical frameworks provided.
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Data sources for the study inchuded official govemment documents, academic literahure,
cybersecurity reports, and empirical datasets on cyber incidents. These were accessed from
reputable sowrces such as government agencies, cybersecurity finns, tech company records and
academic institutions. The data were then coded and categonized to extract msights into the topic
including the motivations behind state-sponsored cyberattacks and the efficacy of cybersecurity
deterrence strategies, By tnangulating qualitative and quantitative data through thematic analysis
and statistical analysis, this study provided a nuanced wnderstanding of state-sponsored cyber
threats, (Bhandari, 2023),

Empirical Literature

This section analyses from empirical literature in terms of: forms of cyber-attacks; evolution and
trends m cyber threats; state-sponsored cvberattacks: nature and charactenstics; impact on national
secunty and cotical infrastructure; current cvbersecurity enhancing strategies and frameworks and

challenges and shortcomings in countering cyber-attacks.

Forms of cyber-attacks

There are various Tactics, Techniques and Procedures (TTPs) emploved by malicious actors in the
cyberspace that have been adopted by states who engage in cyberwarfare. One of the most common
forms of attack is known as phishing and involves gainng unauthorized access to target networks.
According 1o Verizon, (2020), 22% of data breaches involved phishing artacks, highlighting the
effectiveness of this social engineering technique in compronusing user credentials and delivering
malware payloads. Tn this type of attack, once the hacker accesses the network, they hibernate for
certamn penod of ime. to avoid innnediate correlations by security policies and detection. The
hackers then condnct internal reconnaissance activities to locate cntical servers or applications
from which to steal confidential data, then gains access using privileped escalations, brte force
methods or other mechamsms and performs data exfiliration to send the stolen data to external
servers (Abad, 2005; Aburous ef of, 2008; Bin, Qiaovan and Xiaoying, 2010).

On the other hand. ransomware attacks have become more popular today. This 15 due 1o the fact
that hackers can quickly gain financial benefits from the victim organizations by encrypring their
data and files needed for nonmal business activities. The hackers then demand ransom payments
in exchange for decryptionkeys. Inmost cases, businesses pay the ransom to get the locked data
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restored and continue with normal business, (Kapoor eral., 2021 Kawr, Dhir & Singh, 2017;
Maurya ef al,, 2018).

The nse of Distributed Denial of Service Attack (DDOS) has also gained prominence in the recent
past. This type of attack 1s a malicious attempt to disrupt the normal traffic of a targeted server,
service or network by overwhelming the target or its swrounding infrastructure with a flood of
Internet traffic (Douligeris & Mitrokotsa, 2004; Tayyab, Belaton & Anbar, 2020; Vishwakanna &
Jain, 2020). DDOS attacks achieve effectiveness by utilizing multiple compromised computer
systems as sources of attack traffic (Huang ef al., 2020; Noonbakhsh & Mollamotalebs, 2020).
DDOS attack can be likened to an imexpected traffic jam clogging up the highway, preventing
regular raffic from amiving at its destination, dms denying the rightful users the right to use the
systems, In response, most orgamsations end up pulling down the affected ICT System, effectively
enabling the attackers aclueve their intended purposes.

Data theft, leakages. illegal access and disgnuntled employvees continue 1o pose a significant threat
to govemments and organisations. Despite the good infention, the manner in wiich the data and
information is obtained breaches internal security and confidentiality requirements. Another
method of attack is the Zero-Day Exploits which exploits previously unknown vulnerabilities in
software and hardware systems (Khandelwal, 2019). For instance, the Stuxnet worm, attributed to
state-sponsored actors, leveraged multiple zero-day exploits to target Iran's nuclear enrichment
facilities, demonstrating the sophistication of offensive cyber operations (Zetter, 2011). Water
holing is another strategy involving the setting up of a fake website or compromusing authentic
sites for the purpose of exploiting users,

Evolution and Trends in Cyber Threats

The evolution and magmiude of cyber secunty attacks have been extensively documented through
empirical studies, showeasing a trajectory marked by increasing frequency and sophistication.
Studies have documented the evolution of cyber threats over time, illustrating the increasing
frequency and sophistication of cyberattacks, (Bohme & Stefan, 2009). There isa steady rise in
the mumber of cyber threats detected each year, with a 56% mcrease in new malware variants
2020 compared to the previous year, (Symantec, 2021). This surge underscores the relentless
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innovation of cybereriminals, who continually adapt their tactics to bypass traditional security
measwres, Cybercnme damages would cost the world $6 tllion ammually by 2021, demonstrating
the escalating financial impact of cyber threats, {Computer Crime Ventures, 2021).

State-Sponsored Cyberattacks: Nature and Characteristics

State sponsored cvberattacks have been identified as the most pervasive and diverse with
ramifications being quite serious and long-lasting (Thomas & Buchanan, 2015). Espionage,
sabotage and influence operations are the primary objectives of state-sponsored cyberattacks
(Cyber Threat Alliance, 2020). Moreover, the "MITRE ATT&CK Framework" provides empuical
data on the TTPs commeonly employed by state actors, including phishing, malware deployment,
and exploitation of sofrware vulnerabilities (The MITRE Corporation, 2020).

Reports indicate that Ukraine has experienced numerous state-sponsored cyberattacks the most
notable incident being the 2017 NotPetva cyberattack. which targeted Ukrainian mfrastructure but
spread globally, causing billions of dollars in damages to businesses worldwide, Tlas attack,
widely attributed to Russia, disrupted antical services in Ukraine, including banks. anports, and
government agencies. Another case is that of Iran whereby in 2010, the Stwmet worm believed to
have been developed by the United States and Israel, targeted Iran's nuclear facilities, causing
significant damage to its uranium enrichment program. In refaliation, Iran launched cyberatiacks
against various targets, including U.S. financial instimtions and critical infrastrcture.
Additionally, South Korea has on several occasions faced state-sponsored cyberattacks from North
Korea, mmed at disrupting government operations and undermining national secunty (Feigenbaum &
Nelson, 2021). One notable incident is the 2014 cyberattack on Sony Pictures Entertainment,
atributed fo North Korea, which resulted in the leak of sensitive corporate data and the cancellation

of the release of a controversial film (Feigenbaum & Nelson 2021).

The SolarWinds cyberattack. attributed to Russian state-sponsored actors. involved compromising the
software supply chain of SolarWinds, a prominent IT management software provider,
According to reports from cybersecurity firms such as Fire Eve and CrowdStnke, the attackers
mnserted malicious code mto SolarWinds' Onen software updates, which were then distnbuted to
thousands of organizations, including govermment agencies and Fortune 500 companies

www.ndu.acke 119



National Security Journal of NDU-K Volume 2, Issue 1 (2024) ISSN: 2058-549Y

(Kaspersky Lab, 2021). This sophisticated supply chain attack resulted in unauthorized access to
sensitive data and networks further demonstrating the extent of the threat posed by state-sponsored
actors to global cybersecurity.

In Kenya, 2023 was a tuming point within the Cybersecunty domain. The country faced a massive
DDOS attack on the critical eCitizen platform and other entical infrastructure entiies rendenng
the System inaccessible. The aitack attributed to the hacktivist group "Anemmons Sudan,"
origimated from various international locations. Its intent and motivations remain unclear, but the
incident highlighted the potential for severe economuc and secunity muplications for the counfry
and led to loss of revenue due to the ongoing digitization of government services while at the same

time affecting delivery of erucial government services, (Mwai & Nkonge, 2023).

Impact on National Security and Critical Infrastructure

The most notable characteristic of cyber-attack is the surprise element that it is associated with.
Unlike conventional warfare where the threat is known way before an actual attack. cyber-attacks
are asymmetrical and at imes executed without warning or prior signs. They therefore present
great anxiety and are associated with great magnitude of loss or damage. In this regard evidence
on cyber espionage from cybersecurity firms, government agencies, and intelligence reports
document the pervasive threat of state-sponsored cyber espionage to national security and
intelligence interests. For example, the Chinese state-sponsored hackers that targeted the USA
jeopardized intellectual property and trade secrets provides empirical data on the scope and scale
of such operations (U.S. Departizent of Justice, 2020).

Cyber-attacks have the capability to cause massive disruption of critical infrastructure such as
energy, transportation, and healthcare systems. They have the potential to dismupt government
operations that are delivered through online platforms. The 2021 Cybersecurity Insights Report by the
International Business Machines (IBM) highlights the increasing frequency of cyberattacks
targeting critical infrastructure, with 59% of surveyved organizations reporting a rise in such
incidents. Reponts fiom incident response investigations and forensic analvsis of cyber incidents
provide insights 1nto the tactics and techmiques used by state-sponsored actors to distupt essential
services and indermine national security (IBM Security, 2021).
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Current Cybersecurity Enhancing Strafegies and Frameworks

Comparing strategies is often complicated venture given the nature of attack 1s a confounding
variable in many of the cases. According to McLean, (2017), maditional perimeter-based defences
remain prevalent, they are insufficient in addressing the evolving tactics of cyber adversaries.
Permeter-based defenses fml 1o detect and nntigate msider threats or advanced persistent tlreats
that bypass perimeter defences through technicues like social engineering or zero-day exploits,
(McLean, 2017).

The Cybersecurity Framework was developed by the National Instinite of Standards and
Technelogy (NIST)and is widely recogmized and adopted framewerk for improving cybersecurity nisk
management. The framework provides a flexible and custonuzable approach to managing
cybersecurity risks, offenng guidance on identifyving, protecting, detecting, responding to and
recovering from cyber threats. Organizations can use the NIST Cybersecurity Framework to assess
their current cybersecurity practices, identify gaps, and prioritize investments to improve their
overall cvbersecurity resilience, (NIST, 2024).

Studies have identified several challenges and gaps in cybersecunity defence mechamsms that
hinder effective cyber threat mitigation (Dhillon & Sushil, 2015). There is shortage of skilled
cybersecurity professionals as a significant challenge faced by organizations worldwide, with 61% of
surveyed companies reporting a shortage of cybersecurity expertise, (IBM Security. 2021).
Moreover. only 38% of orgamizations have a formal cybersecurity strategy in place, indicating a
gap in sirategic planning and implementation, (PwC. 2021). The shortage of skilled professionals
hampers organizations' ability to effectively defend agamst cyber threats, as they may lack the
necessary falent to develop and mplement robust security measures, monitor systems for potential
breaches, and respond to cyber incidents in a timely manner. Without a comprehensive strategy,
organizations may stmggle to prionitize cybersecunity investments, align security imtiatives with
business objectives, and effectively coordnate cybersecurity efforts across departments and
stakeholders. This lack of strategic planning leaves organizations vulnerable to cyber threats and

increases the likelihood of security breaches.
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While different nations have adopted varied approaches and strategies for ensiring cyber security,
there is an evolving culture of best practices that arise from the works of cyber security firms and
tech companies m the USA and Europe. The US for instance has m place the Cybersecunty and
Infrastructure Security Agency (CISA) which regularly publishes reports and assessments of
national cybersecurity policies and initiatives, The country’s cybersecurity strategy and
implementation plan provide an overview of the U.S. government's approach o cybersecunity,
including priorities. goals, and action plans. Additionally, the National Cyber Strategy outlines
strategic objectives and initiatives aimed at enhancing cybersecurity resilience and combating
cyber threats. On the other hand. the Furopean Union Agency for Cybersecurity (ENISA) produces
ewnpirical data on national cvbersecurity policies and intiatives across the EU member states
indicating a modicum of infernational cooperation. The Annuval Cyvber Security Strategy Reports
assess the implementation of national cybersecurity strategies and highlight besr practices and
areas for improvement. Furthermore, the EU Cybersecwrity Strategy outlines policy objectives and
legslative mntiatives to strengthen cybersecurity cooperation and resilience at the European Union

level, (European Commission, 2022).

The African continent action on cyber security has been slow and the continent lags behind in
governance, laws and regulations, technical capacity, research and development, raining among
others. However, countries such as South Africa. Nigeria, Ghana and Kenya have made some
sirides m putting up Cybersecunity structures and in the development of a Cybersecurity posture
for a more secure cyberspace, For instance, Kenya's Cybersecurity Posture is exemplified by the
National Computer and Cybercrimes Coordination Committee (NC4). the Communications
Authority of Kenya (CA) and the Nafional Kenya Computer Incident Response Team
Coordination Centre (National KE-CIRT/CC) who work jointly to coordinate cybersecurity efforts

and response to cyber incidents.

Kenya also has in place several policies and frameworks to guide its cybersecurity initiatives
including the Computer Misuse and Cybercrimes Act (CMCA), 2018, the Kenya Information and
Communications Act (KICA), 1998 and the Data Protection Act of 2019 which provide legal
frameworks for cybersecurity and data protection. Additionally, the National Cybersecurity
Strategy, 2022 — 2027 and the CMCA, 2018 Regulations, provide a roadmap for improving
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cybersecurity resilience and enhancing coordination among stakeholders. The implementation of
these strategies 15 incumbent upon capacity building, public-private collaboration and adequate
funding for cybersecunty initiatives to counter the evolving nature of cyber threats.

Challenges and Shortcomings in Countering Cyber-attacks
This section incorporates attribution challenges, sophistication of tactics, skill shortage, under-
investment in cyber resilience and implications for national security and international cooperation in

strengthening detfence systems.

Attribution Challenges

Empirical data from cybersecunty mcident response and forensic investigations reveal the
difficulties in accurately atmbuting cyberattacks 1o state-sponsored actors. According to Fire Eve,
(2020), the complexity of attribution due to the use of false flag tactics, proxy servers and
encrypted communications by malicious actors. This evidence underscores the challenge of
holding state actors accountable for cvber aggression and enforcing consequences. Aftackers can
deliberately mampulate digital evidence to make it appear as though the cvberattack onginated
from a different source than the actual perpetrator. This deceptive technique complicates
attribntion efforts at times leading investigators to atinibute the attack to the wrong entity based on
false information, highlighting the challenge of accurately identfying state-sponsored actors
behind cyberatacks, (Fire Eve, 2020).

Sophistication of Tactics

Analvsis of eyber neidents anributed to state-sponsored actors demonstrates the increasing
sophistication of their tactics and rechniques. The MITRE ATT&CK Framework provides data on the
use of Advanced Persistent Threats (APTs) by state actors, including reconnaissance, lateral
movement and data exfiltration techniques, (The MITRE Corporation, 2020). This empirical
evidence illustrates the evolving natre of cyber threats and the challenge of defending against
state-sponsored cyberaggression using traditional cybersecurity approaches.

Skill shortage

Skill shortage is another challenge in countering cyber-attacks. Skilled cybersecunity professionalsis

a significant gap in current cybersecurity approaches. ISC2 Cybersecunity Workforce Study,
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(2023), found that the global shortage of cybersecurity professionals reached 3.1 million in 2020,
representing a 63% increase since 2019, The Umited States faced a shortage of over 500,000
cybersecurity professionals i 2020. Sinularly. the Umted Kingdom faced a shortage of over
140,000 cybersecurity professionals in the same year. This shortage has been exacerbated by
factors such as the increasing demiand for cybersecurity expertise across various sectors, the
prevalence of cyber threats targeting states and the poaching of professionals to work remotely
from across the globe. This shortage is firther exacerbated by the rapid growth of cyber threats,
the evolving natre of cybersecurity technologies, and the lack of adequare cybersecurity education
and traimng programs (ISC2 Cybersecurity Workforce Study, 2023).

Under-investment in Cvber Resilience

The analysis of cybersecurity budgets and expenditures reveals a gap in investment in cvber
resilience measures, such as incident response planning and cyber insurance. Surprisingly, only
35% of organizations have a dedicated cyber resilience budget, with the majonty of cybersecunty
spending focused on prevention and detection capabilities, (European Commission. 2022}, While this
challenge 1s most often felt in developing countries, 1t also affects big econommes. Germanyhas
been cited to have gaps in investment in cyber resilience and that a significant cyber security
spending is allocated to prevention and detection capabilities and less on response and insurance.
Australia has many orgamzations focusmg their cybersecurity spending on prevention and
detection capabilities at the expense of other areas. This evidence suggests a need for orgamzations o
prioritize investments in cyber resilience to mitigate the impact of cyber incidents and enhance

overall cybersecurity posture, (European Commussion, 2022).

Tmplications for National Security and International Ceoperation in Strengthening Defence
Systems

Cyber security is inextricably connected to global security and therefore attracts the attention to
iternational relations. The International Telecommunication Umoen (ITU) highlights the
correlation between geopolitical tensions and cyber threat activiry, with state-sponsored actors
targeting adversaries’ critical infiastructhure and strategic assets, State-sponsored cyber operations are
auned at advancing geopolitical interests and often target mulitary orgamzations, government

systems, financial and foreign govermments. Ofien, such attacks are used to generate revenue,
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gather intelligence, and or exert influence on the intemational stage. Artacks such as those
advanced by Iran and North Korea among others highlight the complex interplay between state's
regional and global geopolitical strategies.

Despite the nature and character of cyber security as a global threat, the normative framework
underpimmung counter measwures reflect gaps and ambigmties. One of the most visited section of
infemational law applicable to cyber operations is the Talinn Mamual 2.0 seeling to regulate state
behaviour on the cyberspace and mitigate the risk of conflict escalation. In implementing cyber
security laws, nations have to grapple with definition of what can be considered acceptable

behaviowr in cyberspace, as informed by analysis of intermational agreements and norms.

Additionally, and as observed elsewhere in this study. cyberattacks attribution can be challenging
due to the complexities of cyber operations and the ability of attackers to obfuscate their identities. In
a case such as that of the Stuxnet attack by the US and Israel targeting Tranian nuclear
programme, while the attack is associated with specific actors. the challenges of attribution persist due
to the covert nature of eyber operations and the use of advanced obfiiscation teclunques. This
particular attack raised the significant question about the applicability of existing international law o
cyberspace. The same case was observed regarding the WannaCry attack to the North Korean
state-sponsored cyvber group known as Lazamus Group. Tlus incident in particular lnghlighted the
wrgent need for intemanonal cooperation and coordination to address cyber threats effectively.
Despite widespread condemmnation of the attack and calls for collective action to enhance cyber
security, efforts to aclhueve collective cyber security have been mimimal. However, achieving
consensus on these issues requires ongoing dialogue and collaboration among governments,
international organizations and other stakeholders.

Lastly, the charactenstics of cvberattacks are such that no nation can claim to have total safeguards
against it. Even when safeguards are in place, cyber-attacks take the form of moving target and
every safegnard 1s only valid for a short time while prediction of likely threats can never be totally
accurate. Analysis of global cybersecunity trends and threat intelligence data reveals the dynamic
and evolving nature of the cyber threat Jandscape. There is increasing frequency and sophistication of
cyberattacks, with state-sponsored actors posing sigmficant challenges to national secunty and

critical infrastructure. This underscores the urgency for nations to collaborate and innovate in
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enhancing cybersecurity capabilities to address emerging threats effectively, (IBM Security,
2021).

Additionally. cybersecurity incident reports and economic impact assessments highlight the
significant financial and reputational costs of cyberattacks for nations and organizations. For
example. the 2020 report on Cost of a Data Breach by the IBM and the Ponemon Institute estimates
that the average cost of a data breach is $3.86 million, with higher costs associated with state-
sponsored cyber incidents. This further underscores the imperative for nations to pool together 1o
strengthen their cyberseeunity defences to mitigate the impact of cyber threats and protect national
interests, (IBM Security, 2021).

Conclusion

This smdy has carefully examined case smdies of cyber-attack incidents, their typologies and
evolving nature and characteristics. It further analyses impacts of cyber-attacks on national
secunty and mfrastructure and the strategies that states have adopted to counter them providing a
cowmprehensive critique on why these strategies and fameworks have failed mn the face of
modifying and ncreasing sophistication characterising present day attacks. Clearly, there are
challenges further indermining cyber secunity such as atimbution dilenima, greater sophisticating
that affords mere anonymity to aggressors, skill shortages and under-mvestment in cvber secunty
emerging from the smdy. The Realist and Deterrence theonies provided vital analytical lenses that
aided not only the analysis of drivers of cyber-attacks but allowed an examination of gaps in
strategies adopted by nations to counter them. Against the backdrop of identified challenges and
shortcomings. the paper delved into the strengths of existing cybersecurity capabilities and
strategies and the great oppormunity for cooperation in counteracting cyber-attacks.

Recommendations

# FElect Robust Governance Structures
Lessons emerging from the study attest that there is a need for states to put in place robust
governance structures 1o manage thewr national cyberspace. This should go hand in hand with
continually developing articulate cyber deterrence policies, laws and regulations to anchor
cybersecurity and cyber warfare operations. It is not sufficient for countries to have their own
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cyber security domestic laws which calls for the involvement of regional security mechanisms.
These policies, laws and regulations should encompass diplomatic, econonuc, and mulitary
responses to cyber threats and attacks. There is evidence that clear cyber deterrence policies,
laws and regulations alongside promoting international nonms of responsible behaviour in
cyberspace could ward-off adversaries. Additionally, efforts to bolster offensive cyber
capabilities, mcluding developing advanced cyber weapons and conducting cyber operations
to dissuade adversaries from engaging in hostile cyber activities have great potential for
snccess. Enforcing cybersecurity standards is crucial for maintaining trust, attracting

investments, and safeguarding national economic interests.

¢ [ncreasing Investments in Cyber Security

This is paramount and requires sefting aside funding to contimially audit and secure sectors
such as telecommunications, finance and banking, government systems, energy, transportation,
and healthcare which are often targeted. Such funding can incentivize orgamizations to mvest
in advanced cybersecurity measures thus strengthening their overall securnity posture.
Additonally, the adoption of cyber msumance policies can help mitigate financial losses and
facilitate recovery from cyber incidents. Businesses and organizations require to set aside
critical funding to nutigate cyber threats. ultimately strengthening nations overall incident
response capabilities.

*  Strengthening Partnerships With Allies and International Ovganizations
This will assist in coordination of deterrence efforts against state-sponsored cyber aggression
has great potential and this should include sharing of information with partmers, imposing
collective consequences on aggressor states and bulding resilience. This should also go hand
m hand with involvement and ratification of international cvbersecurity and cybercrimes
conventions such as the Budapest convention on cybercrimes by the Council of Europe and
the Malabo conversion on Cybersecurity and personal data protection by the African Union
{ALU). Partnerships with mternational orgamizations such as the United Nations Office on Drugs
and Crime (UNODCY), the AU and the ITU to access emipirical data, success case studies. and

best practices in cybersecurity are an imperative.
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Information sharing and analysis centres (ISACs)

This will enhance cybersecurity coordination and response capabiliies which are mnperative.
This is tied to collaborative cybersecunty efforts to protect critical mfrasiucture. Establishing
sector-specific ISACs facilitates real-time mformation shanng and coordinated responses to
cyber threats and is tantamount to fostering a more resilient cybersecurity ecosystem.
Establishing ISACs enhances the ability to detect and respond to cyber threats prompily,

minimizing potential disrptions.

Integrate robust incident response

Like in other forms of enhancing secuuity, cyber security strategies have to integrate robust
incident response plans for effectively mitigating and responding to cyber incidents. By
developing and regularly testing incident response plans at the national and sectoral levels,
nations can ensure a coordinated and timely response to cvber meidents, minimmzing their

impact on critical infrastructure, government systems, and the economy.

Development and training programmes

Further, mvesting i ¢ybersecunty workforce development and traiming progranumes will go a long
way in improving skills and expertise of incident response personnel, enabling them todetect,
contain, and remediate cyber threats more effectively. This goes hand in hand withbuilding
a resilient cybersecurity ecosystem and enhancing the country's ability to respond to cyber
mcidents.

Due to underdevelopment of systems for mitigating cyber security m developing countries,
there will be need to strengthen cybersecurity capacity-building efforts in and across these
natons. Leaving belund a great majorng of populations will not aclueve global cyber secunty
since they may become the havens to laumch amacks. Through technical assistance programs,
systematic training and knowledge-shanng initiatives, advanced nations can collaborate with
the not-so-endowed nations to help mmprove cybersecurnty capabilities in these countries,
promoting a more inclusive and resilient global cyber ecosystem. In response, developing
coumtries should express their interest in securing their cyber space by investing in support

infrastructure, offensive cyber capabilities and amplifying their deterrence efforts.
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Due to the changing mature of cyber secunity, contimious research towards developing resilient
technologies and defence mechamsms should be promoted. This will entail more engagement
with prvate sector and acadenua. Collaborative efforts between govenmment agencies, private
companies, and academic instilutions in sharing case studies, conducting joint research
projects, and organizing workshops and seminars to disseminare best practices emerging fiom
lessons in cybersecurity resilience should be encowaged. Such engagements will in addition
provide valuable insights into global cybersecurity trends, emerging threats, and effective

mitigation strategies, for incorporation into cybersecurity policies and practices.

¢ Continuous monitoring and evaluation

These practices includes regular assessments will help identify gaps. measure progress and
refine strategies. This ensures that efforts remain aligned with evolving cvber threats and
organizational needs. This will also inform development of nmlti-layered defence Strategies
which emerge from best practices to mutigate cyber risks effectively. From documented
evidence, continious monitoring and threat hunting has great potential to fall stall attacks
underscoring the importance of proactive threat detection and response capabilities in
enhancing evbersecurity resilience and minimizing the tmpact of cyber incidents.

¢  Recommendations for Future Research

Future research may delve into how countries can cooperate to develop advanced threat
menitoring, detection, prevention and response techniques that may aid in mitigating such
attacks. More research is needed towards aitribution capabilities to accurately identify and
comrectly attribute state-sponsored cyberattacks. Secondly. as stated, there are gaps in policy,
law and regulation development efforts. Future research and policy initiatives should leverage
empirical evidence and stakeholder mput to develop consensus-based nonns and mechamsms for
enforcing compliance to cyber space regulations.
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